At Natiofial Online Safety, we belleve ineampowering parents; carars and trustad adukts with tha information to hoid an infarmed conversaticon obout snline sofety with their children, should thay feel
itis nopdedd. This guide focuses on oo of many dovices which wa bolfave trusted odults chould be aware of, Fisdse visit nationgicollsge.com fer further guides, hinis ond tips for aduitz.

You may hove been lucky enough to hove unwrapped a smortphone at Christmas, or you might be
eagerly anticipating getting a now one ot some point during this year. Whether it'll be your first ever
phone or an upgrode on your old model, it's alwoys useful to have o refresher obout how to set it up and
adjust the settings to keep yourself = and your valuable personaol info = sofe and secure. We've collected

"% NEVER SHARE
YOUR PASSCODE

Alongside face or lingerprint
recognition, your passcode is crucial
to unlocking your phone and
aeeessing your apps ond personal
information. You shouldn't give it
oul, sven to close Irlends - after all,
. you wouldn't hond them a key to
~ " yourhouse em go in fora
= hause ond et th int
nosey around| If a friend wants to
use your phone, ask them why and
. moke sure iyrou can see what they're
daing with it.
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= RESPECTPARENTAL o
. CONTROLS

it you're allowed to hove o -
smartphone, it's becouse your
parents or carers feal thot you're
mature and responsible enough to
use it safely. They might set contrals
and boundories on your device = not
to I yoer fun but to avoid
hruztn'd:!e.ﬁpﬂI like too much s:@mmﬁ;na or
costly in-app purchozes. Follow!
these rules I'I'I'BEI!‘I'E you nm.lnju':‘g
using your phone while rezspecting
their wishes.
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TALK TO A TRUSTED g =
ADULT &8

= iillg
Whether it's to listen to musie,
mﬂ, cl‘sﬁ:ﬂﬂ- cantent :r Bhl}:;ﬂurd
- 5, using o smartphone sho
 be Iun.'llp'u-l.rr- aver » anEous,
waorrled or scared about g o
your phons, then something lsn't
right. It's impartant not o ignore
these feelings; insteod, talk to
a trusted adult about what's
happening and how it's
mukhgh;gu fesl
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STAY ALERT

Twa words: look up. Itmight sound
obvwious, but it's 2o ensy to
immersad In what we're | g at
ar listening to on our phones that we
con become unowore of our
surroundings = or whe might be
araund us, People often walk with
their head down, focusing on their

all phone, and forget to check for
obztacies in their path; cars or other
pedestrions coming towards them,
which iz clearly dongerous.
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DEVELOP HEALTHY
HABITS

Phones offer ¢ vast amount of
content and the chance to chat
with friends whenever we feel like
it which can maks it difficult to take
time oway from the screen. If that's
something you struggie with, you
could try seiting tirme fimits on
certaln apps, Putting our phones
down for a while glves us more time
o interoct with others or do

something physical that helps keep
us fit and healthy.
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IGNORE UNKNOWN

some expert tips to help you enjoy your smartphone in the healthiest way possible,

NUMBERS

Thers ore some scammers who
rrelght call or text asking you to
share personal dota or to click on o
limk ard provide your details. Some
miay claim to e from a genuine
compamny, but trustworthy
buzinesses don't spontanecushy coll
or messoge to ask for your
information. it's safest to ignore calls
or texts from unknown numbers, and
never give r onal details out
aver ﬂ:ﬂpm.m
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ONLY USE e
AGE-APPROPRIATE APPS =
Before downloading o new app or A
game, check what age ratin rtha:. )
Don't feel pressured Into jgt a $
particular gams or becouss
r Irlends are ual:gi,ll it's .

tended lor older there'sa
definite risk that it could include
content {(which i= violent or
frightening, for instance) or
language which isn’t suitoble and
may leave you feeling upset or
disturbed.

REMOVE
TEMPTATION
fofconcentation. mooa and overoll

heaith. Unwind roperly before
going to bed -mhnﬁnm?mm

" gtaring ot a screen late ot night -

can aften improve slesp L Ut
znur phone on charge overnight,
ut net in your room. This means

- you'll have o lot iess temptation to
. check any notifications, reply to

messoges of get coughtu
scrolling on :ugcid media. 4

Wotching videos,
Astening to music orcalling 3&
semeonsa con all help to

the time while wa're on the bus, A
waiting in o queue or walking down

the streat, It's important to remain
mindful of other pecple, though: they
might not want to hear your tunesor
your conversation. Likewiss, if you're

calling from o public ploce then

don't forget that anyone could

averhear somathing personal about

you.
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SWITCH OFF \,')
GEOLOCATION @
|

In your phone's settings, you'll

be able to disabls gealocation for
individual apps and photos: this
mieans that onling (including
strangers) con‘t see information
about where you ors when you share
or post a pic, On the subject of
images, it's alsa important to ask
permission before taking or sharing
a photo of someone — and don't
share emborrassing images of your
friends with others.
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Users of this guide do so.af thelr own discretion: Ne liobifiity is entered into. Current as of the date of release: 17.01.2024



