At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

What Parents & Educators Need to Know about

> YOUTUBE

t M
= Almost anyone with an internet connection knows YouTube. The Google-owned site lets anyone
WHAT ARE upload videos to be shared around the world, and as a result, it's an incredible resource with instant
RISKS? > free access to material covering every conceivable topic. But with over 500 hours of video ik

uploaded every minute, not all of it will be appropriate for young eyes.

INAPPROPRIATE CONTENT

YouTube is free and can be accessed via
numerous devices, even without creating
a YouTube account. Some content is
flagged as ‘age-restricted’ requlrln?hthe
user to be logged into an account with a
verified age of 18), but children can still
view some mildly inuppropriqte content.
This can include profanity and violence,

», Which some young users may find

4 upsetting. i

CONNECTING WITH
STRANGERS

YouTube is a social media platform which
a callows "pe.o_ple:to! teract with other
usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
message other users directly. Connectin
with strangers online can potentially lea
to children ba‘ln%ex osed to adult
language, cyberbullying and — in the
worst cases — online predators. If a child

; is creating content themselves, this can
i 31 likelihood of them b. i
CONNECT WITH STRANGERS Increase the ikeiihood of them becoming

YouTube recommends videos

related to what the user has previously

watched on their account, aiming to
rovide content that will interest thent.
his is intended to be hel?ful but it can

also lead to binge-watching and screen et | : YouTube is teeming with trends and :
addiction - especially if ‘auto-play’ is . LS challenges, some of which are fun to §
active. Users without an account are | | watch and ia!r_l. in with. Children often find
shown popular videos from the last 24 \ i ‘these immensely entertaining and might |

hours, which might not always be ~want to try them out. Most challenges =
suitable for children. L 5 ; tend to be safe, but many others may

R : - ] R cause physical or emotional harm —

e ——~rwmwi &~ = . children who watch or copy them. The -

3 o e 1 - painful ‘salt and ice challenge’ — where
RAD'CAUSAT’ON X f N | | . ?eap_le use these two ingredients to burn
i = = (@ their skin - is just one of many examples.
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SNEAKY SCAMMERS o

The comments sections of popular
content creators regularly have

YouTube's algorithm tends to promote
content that's getting the most traffic - a
lot of which can be quite extreme. This
can be fine for harmless topics, but
YouTube isn’'t regulated like television
and that means that conspiracy theories,
. fake news and hateful ideoclogies can

occasionally surface to wa T { I scammers posing as that influencer,
impressiunzble minds all t;?: easily. b — J | ;:lt_tamptlnrﬂ r:n Eiur:':’ u;gi:rm;t; ;:;wking on

; ' ’ \ h their phis

Remember - the more they watch, the / o . ! f P )
. 5 ; | f mpersonate YouTubers by adoptin

more they'll be recommended. oy e their names and profile m{:cges?un \}\

often offer cash gifts or 'get rich quick’
schemes. Children may not realise that
these users aren’t who they claim to be.
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.~ For older children, Restricted Mode is an Creating a Google Family account allows YouTube is the online viewing platform e
oﬁtlunol settin: that prevents YouTube from mmm parentsgund cn?ers to monitor what their . of choice for billions of peo, Fa,prnun of /\
N g nappro riate m?teﬂﬂl such as dru child is watching, uploading, and sharing them under 18. Younger children will watch
and aicghol abuss, graphic violence, and sextial with other users. It will also display their different content to older ones, of course. f
?ontent to underage viewers. To Iprevent children recently watched videos, searches, and k B

rom chancing across age-inappropriate content A ; t ' g You may want to keep an eye on how
on the platforim, we would mconEm nd enablin recommended videos. In general, a Google Family children interact with this material - and,
Restricted Mode on each device that they use t account glvas a parent or carer oversight of how if applicable, with content creators - to {?
access YouTube. It's worth also turning the their child uses sites like YouTube and helps to understand what they're interested in.
uulo-f)luy feature off, to prevent YouTlUbe's ensure that they are only accessing appropriate Remember that creators often share content

%‘:fi hm automatically recommending content. outside of YouTube, so don’t ignore their web @

something inappropriate. presence elsewhere!
It's ?ossible to sidestep most inappropriate YouTube g_h.*qs users the option of uploading Although YouTube is free, it does offer some - »
content completely via Google’s own YouTube videos as 'private’ or ‘unlisted’ - so they in-app purchases. For example, users can rent
Kids app for Android handsets and iPhone. This could be shared exclusively with family and and buy TV shows and movies to watch. If you's
lets you filter content by "g)ras hool" (4 and friends, for example. Comments on videos like to avoid children purchasing content online,

nde%, “younger’ {lages to 8) and “older” can also be disabled and channels that a limit their access to online payment methods.

ages 9 to IZR his isn‘t a perfect substitute for child is subscribed to can be hidden. If the Munﬁ gqrents have discovered the hard way that
personal supervision, as the app’s filtering child is only uploading videos setas a child happily consuming a paid-for series
system is automated, and Google can’t manually ‘private’, they are far less likely to receive quickly leads to an unexpected bill!
review all videos. irect messages from strangers.

Meet Qur Expert

Alan Martin is an experienced technology journalist who has written for
the likes of Wired, TechRadar, Tom's Guide, The Evening Standard and
The New Statesman.
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